PHIA Guidance Document
Artificial Intelligence (AI) Scribe

[bookmark: _Toc167352001]Purpose
This self-assessment is intended to assist custodians who are using, or are considering using, Artificial Intelligence (AI) scribe technologies; it is a companion to our AI Scribe Guidance. The following questions focus on the use of  AI scribe technologies and do not reflect a custodian’s full compliance obligations under the Personal Health Information Act (PHIA).

	Question
	Follow-Up Questions and Considerations

	What is the name of your AI scribe vendor?

	Custodians should document the name of their vendor, as well as basic details like:
· Where will information be stored? 
· How long will it be retained? 
· Will the vendor use the information for secondary purposes, such as training the AI technology, or will they sell it to third parties?
· What safeguards are established in your agreement or contract with the vendor? For example, does it establish your right to request audits, require them to inform you in case of a privacy breach, etc.  

	Custodian Response:





	What is your relationship with the AI scribe vendor in the context of PHIA (i.e. agent, information manager, or something else)? (sections 2 and 22 of PHIA)

	A key consideration for agent is whether the vendor acts only for or on behalf of the custodian and not the agent’s purpose. For example, will the vendor use the information for training purposes?

Information managers process, retrieve, store or dispose of personal health information, or provide information management or information technology services to custodians, and require an agreement under section 22 of PHIA. 

	Custodian Response:
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	What functionality will you be using?
	Custodians should consider the functionality offered by the technology and how they will use it. Further, custodians should know when platform updates expand or modify the functionality. For example:
· Will the consultation be recorded or just transcribed? 
· Will the tool transcribe encounters with patients, or will it also draft structured clinical notes? 
· Will it produce referral letters or update an individual’s medical record? 
· Will it suggest diagnoses and treatments?
· What level of review and approval will be required for the above?
· How will the tool collect, use and disclose personal health information?

	Custodian Response:





	What is your legislative authority to collect, use and disclose personal health information using AI scribe technologies? (sections 29-50 of PHIA)
	Custodians using AI scribe technology should understand how information is collected, used and disclosed, and the authorities for these activities under PHIA. Considerations include: 
· Are you using or disclosing personal health information in the context of your AI scribe technology?
· Are you collecting, generating or inferring personal health information using the AI scribe technology? 
· Is the personal health information being processed only to provide care, or are there secondary purposes, such as training the AI? Any secondary purposes proposed by the platform must be authorized under PHIA, which may require the custodian to negotiate with the platform to customize the service being provided. 
· Custodians using AI scribe technologies are disclosing information to it and, if the technology generates or infers information about the patient, it is an indirect collection by the clinician. 

	Custodian Response:





	Do you have policies in place regarding AI scribe technologies or the use of AI generally? (section 13 of PHIA)
	Do these policies cover the full information cycle, from collection to destruction and include access details, as well as any disclosures and retention schedules? 

	Custodian Response: 





	Have your employees been provided privacy training specific to the AI scribe technology? (section 14 of PHIA) 
	Has training specific to the AI scribe technology been provided? Do you track participation in training?

	Custodian Response:





	Do you have reasonable physical security measures in place? (section 15 of PHIA)
	Custodians should consider the area they will be using the AI scribe technology. For example, is there a good quality microphone and no conflicting noise that could impact the accuracy of the notes?

	Custodian Response:





	Do you have reasonable technical security measures in place? (section 15 of PHIA)
	Most AI scribe technologies come with safeguards in place; however custodians may customize settings for their purposes. Custodians must take reasonable steps to ensure that the AI scribe technology is secure and private and should consider: 
· Will the AI scribe technology be available on mobile devices, such as laptops, mobile phones or tablets?
· Is multi-factor authentication required?
· Does the AI scribe technology time out after a period of inactivity?
· Is there permanent audio-storage?
· Does the microphone always remain on or only during the consultation? Is this automatic or does the clinician turn it on?
· Is the information protected (i.e. encrypted) during transmission and storage? 
· Where is the information stored (on the AI scribe technology, in the medical practice, etc.)?

	Custodian’s Response:





	Do you have reasonable administrative security measures in place? (section 15 of PHIA)
	Custodians must have reasonable safeguards in place, including administrative safeguards. Considerations include:
· Have you conducted a privacy impact assessment of the selected AI scribe technology? 
· Does it directly interact with other platforms, such as an electronic medical record (EMR)? 

The patient should be informed that AI scribe technologies are in use and have an opportunity to ask how it works, how information will be used and protected, as well as potential risks and benefits. 
· What if patients express concern with the use of the AI scribe technology? What if they decline to allow the custodian to use the technology? 
· Is the vendor contractually required to notify the custodian in case of a privacy breach? 

	Custodian Response:





	What measures are in place to ensure the accuracy of the information captured by the AI scribe technology? (section 16 of PHIA)
	· Custodians remain accountable for the accuracy of medical records and should review all information produced by the AI scribe technology for accuracy and completeness. 
· Do you have a back-up documentation procedure in case the technology fails? 
· Does the technology work well with your manner of speaking (e.g. accents and languages)?
· How have you adjusted your workflow to accommodate the use of AI scribe technologies? For example, capturing patient’s non-verbal cues and reflecting information from EMRs and medical devices. 
· Do you review notes before adding them to the patient’s medical record?
· If the platform retains recordings for any period of time, is it possible to access the recording if errors are suspected or discovered in the text?

	Custodian Response:





	Has your PHIA public written statement been modified to include content about the use of AI scribe technologies? Or has a separate statement been developed and posted or provided? (sections 19-20 of PHIA)
	· How are you being transparent about your use of AI scribe technologies and ensuring patients know where to direct any questions? 

	Custodian Response:





	How do you inform your patients of their rights under PHIA in the context of AI scribe technologies? (sections 20 and 23-28 of PHIA)
	Custodians should consider how they will inform patients about the use of AI scribe technologies. 

· Will you obtain voluntary and knowledgeable consent before activating the tool during a consultation? 

· What process will be followed if patient’s decline to allow the use of AI scribe technologies? 

· If the functionality of the AI scribe technologies expands, will you seek re-consent from the patient?


	Custodian Response:





	Does your agreement with the AI scribe vendor include a requirement for them to report any privacy breaches to you? (section 15 of PHIA)
	· Do you know what constitutes a breach or a material breach? 
· Do you know your obligations? 
· Have you taken any steps to avoid a breach?

	Custodian Response:





	Has your designated contact person been updated on the AI scribe technology so they are able to respond to questions from patients about the tool? (sections 18 and 20 of PHIA)
	Custodians using AI scribe technologies should identify a contact person that can respond to questions about their information policies and procedures, including questions about the AI scribe technology. Questions that may get asked include:
· What information is being collected, where is the information stored, who will access it and for what purposes? 
· How can patients access the information collected using the AI scribe technology? 
· What happens if a patient accesses their information and notices a mistake? 

	Custodian Response:







For more information about AI scribe technologies, please see our companion document, AI Scribe Guidance. 

Office of the Information and Privacy Commissioner
PO Box 13004, Station A
St. John’s, NL  A1B 3V8
Phone: (709) 729-6309    
Toll Free: 1-877-729-6309
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