
Legislative Privacy Provisions Overview 
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ATIPPA, 2015 – Purpose  

•  The purpose of the Act is to facilitate democracy through: 
 

(a) ensuring that citizens have the information required to 
participate meaningfully in the democratic process; 
 
(b) increasing transparency in government and public 
bodies so that elected officials, officers and employees of 
public bodies remain accountable; and 
 
(c) protecting the privacy of individuals with respect to 
personal information about themselves held and used by 
public bodies.  
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ATIPPA, 2015 – Application  

• Under ATIPPA, 2015 the default position is that all records 
in the custody or control of a Public Body are accessible 
unless a specific exception to access applies. 

 
• “Personal information” is defined in the ATIPPA, 2015 as 

“recorded information about an identifiable individual.” 
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Role of the OIPC 

• Duties of the OIPC include: 
• Investigating complaints regarding access to 

information requests and breaches of privacy. 
• Receiving privacy breach notifications. 
• Processing time extension requests. 
• Conducting own motion investigations.  
• Additionally, the OIPC is responsible for education, 

advocacy, audits, commenting upon draft legislation 
and more. 

 
• The OIPC is an independent office of the House of 

Assembly which utilizes a hybrid model (recommendations 
 Court orders) 
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Access to Information, ATIPPA, 2015 

• What information can be accessed? 
• Personal information (i.e. information of the applicant); 

and  
• Any information held by a public body. 
 

• Are there limitations on access? 
• Yes, mandatory and discretionary exemptions provide 

for withholding of information in many different 
contexts. 
 
 



Privacy – ATIPPA, 2015 

• Privacy under the ATIPPA, 2015 involves the protection of 
personal information from unauthorized collection, use 
and disclosure. 
 

• Persons who believe there has been an unauthorized 
collection, use or disclosure of their personal information 
may file a complaint with the OIPC. 
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Collection (section 61) 

• Collection occurs when a public body gathers, acquires, 
receives, obtains or compiles personal information and 
then creates a record of that personal information. 

 
• No personal information may be collected by a public body 

unless: 
• the collection is expressly authorized by an Act, 
• is collected for the purpose of law enforcement, or 
• it relates directly to and is necessary for an operating 

program or activity of the public body. 
 

• Collection must be limited to minimum amount necessary 
to accomplish the purpose. 
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Direct Collection  

• Information must come directly from the individual, unless; 
• another method is authorized by the individual, the OIPC 

or an Act or regulation, 
 

• the information is collected as part of an authorized 
disclosure from another public body, 
 

• circumstances do not permit collect directly from the 
individual. 
 

• the collection is for the purpose of:  
• determining suitability for an award; 
• an existing or anticipated proceeding before a court 

or judicial or quasi-judicial tribunal; 
• collecting a debt or fine; or 
• law enforcement 
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Communication at Collection 

• A public body must inform the person  
 
• the purpose for collecting, 

 
• the legal authority for collecting it, and 

 
• the contact information of someone who can answer 

questions/concerns. 

 

 



10 

Method of Collection 

• Form of collection: 
• Written information (forms, applications etc.) 
• Verbal then converted to writing (record created) 
• Video recordings 
• Audio recordings 
• Any electronic media 
• Transferred from another public body 
 

• If decisions are made based on this information, the public 
body has an obligation to make every reasonable effort to 
ensure its accuracy 
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Use (section 66) 

• Means using personal information within the public body 
for the administration of a project or program. 
 

• Public body may use personal information only: 
• for the reason for which it was collected or a use 

consistent with that original purpose for collection, 
• where individual has consented to the use, or 
• for a disclosure authorized by the Act 

 
• Use must be limited to minimum amount necessary to 

accomplish the purpose. 
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Disclosure (section 68) 

• Means showing, sending, or giving personal information to 
another division or outside department or agency.  

  
• Public body may disclose information only: 

• When individual has consented, 
• For the reason for which it was collected, 
• For a use consistent with original purpose for 

collection,  
• Complying with or in accordance with an Act, or 
• In accordance with the Act. 

 
• Disclosure must be limited to minimum amount necessary 

to accomplish the purpose. 
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Consistent Purpose 

• A use of personal information is consistent with the 
purposes for which the information was obtained or 
compiled where the use: 
 
• has a reasonable and direct connection to that 

purpose; and 
 

• is necessary for performing the statutory duties of, or 
for operating a legally authorized program of, the public 
body that uses or discloses the information. 
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Permitted Disclosures  

• Examples: 
• To comply with a subpoena, warrant or order. 

 
• To a law enforcement agency in Canada to assist in an 

investigation undertaken with a view to proceeding, or 
from which a proceeding is likely to result. 

 
• In  compelling circumstances exist that affect a 

person’s health or safety. Note: notice requirements 
apply.      

    
• Where the disclosure would not be an unreasonable 

invasion of the person’s privacy; 
 

• Where the information is necessary for the delivery of a 
common or integrated program or service  
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Protection of Personal Information 

(section 64) 

• Public bodies must take reasonable steps to ensure that: 
• personal information is protected against theft, loss, 

unauthorized collection, access, use or disclosure; 
• records are protected against unauthorized copying or 

modification; and, 
• records are retained, transferred and disposed of 

securely. 
 

• Notification to the individual of theft, loss, improper 
disposal or unauthorized access or disclosure 
• *unless the Public Body reasonably believes the loss 

does not create a risk of significant harm*.  
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Safeguards 

• Locked drawer or file cabinet. 
•   
• Not on your desk or on your desktop (use a locked door or 

clean desk approach). 
 

• Do not leave public body assets vulnerable                         
(e.g. in the backseat of car). 
 

• Encrypt emails containing sensitive information. 
 

• Double check email address and fax numbers. 
 

• Passwords – robust, no sharing, time-outs.  
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Mandatory Privacy Breach 

Reporting 

• Section 64(4) of ATIPPA, 2015 makes it mandatory for all 
public bodies to report all privacy breaches to the OIPC.  

 
• Human errors are the most common cause of privacy 

breaches. Making a mistake is not an offense under 
ATIPPA, 2015, however hiding a privacy breach may be. 

 
• There is no personal liability for a mistake under the 

ATIPPA, 2015. It is the public body that has the 
responsibility for ensuring compliance and it is the Public 
Body that the OIPC would investigate in the event of a 
complaint.  
 

• It is incumbent on you to report breaches to your ATIPP 
Coordinator. The Coordinator must report it to the OIPC. 
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Retention of Personal Information 

• Where a Public body uses personal information to make a 
decision that directly affects the individual, the public body 
must retain that information for at least one year so that 
the person has a reasonable opportunity to obtain access. 

 

 



The Personal Health Information Act 

• This Act came into force in 2011, PHIA contains rules 
surrounding the handling of personal health information. 

 
• PHIA applies to custodians involved in the delivery of 

health care services in both the public and the private 
sectors in Newfoundland and Labrador. 
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Purpose/Objectives of PHIA 

• PHIA creates consistent rules for the protection of 
personal health information in both public and private 
settings. 

 
• Supports transparency and accountability practices. 

 
• PHIA strikes a balance between:  

1. protecting individuals’ privacy, and  
2. using personal health information for legitimate 

health-related purposes – for example: delivering 
primary health care, planning and monitoring of the 
health system, public health and safety, health 
research and criminal investigations. 
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Application – Who? 

• Custodian means a person listed in section 4 who has 
custody or control of personal health information as a result 
of or in connection with the performance of their 
powers/duties or the work described in the provision. 
 

• Examples of custodians under PHIA include:  
• the Regional Health Authorities;  
• the Department of Health and Community Services;  
• Health Care Professionals;  
• Health Care Providers; 
• the Centre for Health Information;  
• Memorial University of Newfoundland-Faculty of Medicine, 

School of Nursing, School of Pharmacy, School of Human 
Kinetics and Recreation.  
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Application – What?  

• Section 5: Personal Health Information - identifying 
information in oral or recorded form about an individual that 
relates to: 
• physical and mental health,  
• identity of the health care provider, 
• blood and organ donation,  
• registration information, 
• payments or eligibility for insurance coverage,  
• Incidental information, 
• prescriptions, or other item provided to an individual 

under authorization, 
• identity of an authorized representative.  
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Oversight by Privacy Commissioner 

• The OIPC can investigate any alleged breach of the Act. 
This includes complaints about access requests, privacy 
breaches or correction requests.  
 

• The OIPC can also inform the public about the Act and 
make recommendations to ensure compliance. 
 

• For matters involving access to or correction of a record, 
an individual may make an appeal directly to the Supreme 
Court, Trial Division or following a review by the OIPC. 
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Collection, Use & Disclosure of PHI 

• Custodians may not collect, use or disclose personal 
health information unless: 

1. The individual consents, or 
2. The collection, use or disclosure is permitted or 

required by the Act without consent. 
 

• Custodians may not collect, use or disclose personal 
health information if other information will serve the 
purpose. 
 

• Custodians must not collect, use or disclose more 
personal health information than reasonably necessary. 
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Consent 

• The default position is that consent is required for the 
collection, use, disclosure of personal health information.  

 
• Where consent is required, consent must: 

1. Be the consent of the individual the info is about. 
2. Be knowledgeable, which means:  

•they know the purpose of the 
collection/use/disclosure. 

•they know they can say no, and 
•they know the PHIA will be followed. 

3. Not be obtained through deception or coercion. 
 
• Within the “circle of care” a custodian is entitled to 

assume that they have the individual's continuing implied 
consent as long as they are providing health care to that 
individual, unless specifically withdrawn. 
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Circle of Care 

• “Circle of Care” means those participating in the provision 
of health care to the individual and those persons 
participating in activities which are related to or 
necessarily incidental to the provision of healthcare to the 
relevant individual.  
 

• Necessarily incidental examples: lab work, consults. 
 
• Those within have continuing implied consent to collect, 

use and disclose within the circle; permitted assumption. 
 

• Implied consent can be expressly withdrawn. 
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Express Consent 

• Express consent is obtained as a result of an individual 
positively indicating, either verbally or in writing that they 
agree to a stated purpose. 
 

• Under PHIA, consent must be express and cannot be 
implied when: 

1. A custodian discloses to a custodian for a purpose 
other than providing health care. 

2. A custodian discloses to a non-custodian for a 
purpose other than providing health care. 
 

• There are exceptions set out in the Act where no consent 
is required for certain uses and discloses. 
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Permitted Disclosures without 
Consent 

• When it is necessary for the provision of health care and its 
not possible to obtain consent or they are an involuntary 
patient. 
 

• For the purpose of contacting a relative or friend when they 
are injured, incapacitated or ill and unable to consent. 
 

• Reasonably believes it is necessary to prevent or reduce risk 
of serious harm. 
 

• When required to under an Act. 
 
• To facilitate an inspection, investigation or similar procedure 

that is authorized by or under this Act, the Child, Youth and 
Family Services Act. (section 42) 
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Security Obligations  

• Custodians must take steps that are reasonable in the 
circumstances to ensure that: 

• personal health information is protected against 
theft, loss and unauthorized access, use or 
disclosure; 

• records are protected against unauthorized copying 
or modification; and, 

• records are retained, transferred and disposed of in 
a secure manner. 
 

• Safeguards: 
• Locked doors and cabinets 
• Confidentiality agreements 
• privacy and security policies and training. 
• Encryption 
• Strong passwords 
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Contact Information 

Office of the Information and Privacy Commissioner 

P.O. Box 13004, Station A 

2 Canada Drive 

St. John’s, NL 

A1B 3V8 

(709)729-6309 (t) 

(709) 729-6500 (f) 

commissioner@oipc.nl.ca 

www.oipc.nl.ca 

mailto:commissioner@oipc.nl.ca
http://www.oipc.nl.ca/
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Questions 


